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Cyber Security

Application of cryptography in real-world situations

Offensive solutions to defend the malware attacks

Vulnerability assessment, and source code analysis

Machine Learning

Exploring the scope of explainable AI (XAI)

Fuzzy logic for predictive analytics

Biometrics (fingerprints)

Security in Metaverse & XR



Sharma, A., Dutta, M., Prakash, R. (2023) "Comparative Performance Analysis of ML Algorithms 
for COVID-19 in India," International Conference on Artificial Intelligence of Things (ICAIoT). 

(accepted)

Prakash, R., Anoop, V.S., Ashraf S. (2022) "Blockchain technology for cybersecurity: A text mining 
literature analysis," International Journal of Information Management Data Insights. Volume 2, Issue 2.

Vashisht G., Prakash, R. (2020) "Predicting the Rate of Growth of the Novel Corona Virus 2020," 

International Journal on Emerging Technologies (IJET). Volume 11, Issue 2. 



Applications of fingerprints for biometric data protaction, and information security

Visual hash for secure data embedding (Hybrid Fingerprint Orientation Map)

Dynamic key-pair generation for identical inputs:

to overcome frequent password updates

for dynamic data encryption

Enhanced authenticity at co-working spaces, and educational institutes

A better machine learning classifier based on fuzzy logic

Overcomes multi-class data imbalance 



FVC 2000 database [1] for data security [2] and individual identification [3].

The ensemble learners like Random Forest [4] and Gradient Boost [5]

Dataset balancing with Synthetic Minority Oversampling Technique (SMOTE) [6]

Min-cut Max-flow [7] optimization

Asymmetric and symmetric ciphers like DES-L [8]

Data embedding matrices like QR Code [9]

Adaptive fingerprint detection based on the image intensity & gradients [10]
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